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Abstract: This work preserts a study of current and future bus systems
with respect to their security against various malicious attacks. After a
brief description of the most well-known and establishedvehicular com-
munication systems,we presen feasibleattacks and potential exposures
for theseautomotive networks. We also provide an approac for secured
automotive communication basedon modern cryptographic medanisms
that provide secrecy manipulation preverntion and authertication to sol-
ve most of the vehicular bus security issues.
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1 Intro duction

The progressin automotive electronicsproceedsstill unabatedly (Table 1). Today
modern cars already cortain a multiplicit y of cortrollers that are increasingly net-
worked together by various bus communication systemswith very di erent proper-
ties. Automotiv e comrmunication networks have accesgo seeral crucial componerts
of the vehicle, like breaks, airbags, and the enginecortrol. Carsthat are moreover
equipped with driving aid systemslike ESP (Electronic Stability Program) or ACC
(Adaptive Cruise Cortrol), allow deepintervertions in the driving behavior of the
vehicle. Further electronic Drive-by-Wire vehicle cortrol systemswill fully depend
on the underlying automotive data networks. Although current car commnunication
networks assuresafety againstse\eral technical interferencesthey are mostly unpro-
tected against malicious attacks. The increasingcoupling of unsecuredautomotive
corntrol networks with new car multimedia networks like MOST (Media Oriented
SystemTransport) or GigaStar aswell asthe integration of wirelessinterfacessu
as GSM (Global Systemfor Mobile Communications) or Bluetooth causesvarious
additional security risks.

Webeginin Section2 by intro ducing well-known establishedautomotive commnu-
nication systemswith respective onerepresetativ e for ead basicgroup of vehicular
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Electronic fuel injection

Electronic control panel

Centralized door locking
Cruise control

Electronic gear box
Antilo ck break system
Automatic climate regulation
Automatic mirror
Car phone

Airbag
Electronic Navigation
Electronic driving assistance
Electronic trac guidance
Voice control

Driv e-by-Wire
Internet
Telematics
Ad-hoc networks
Personalization

1970s

1980s

1990s

2000s

Table 1. Developmentof automotive electronics basal on [We02Z

communication systems.We brie y describe technical properties of every represen-
tative (Section 2.1) and introduce two methods for vehicular bus interconnections
(Section 2.2). Section 3 presens various exposuresto automotive bus systems.We
indicate possibleattackers and presen feasibleattacks for eat represetativ e bus
system.In the nal Section4, weo er elemenary approadiesto improve automotive
bus comnunication security alongwith a practical exampleimplemertation.

2 Automotiv e Bus Systems

Today, a wide variety of vehicle communication systemsis already usedin the au-
tomotive area. Possible applications range from electronic engine cortrol, seeral
driving assistans and safey medanismsup to the broad variety of infotainment
applications. As shavn in Table 2, we distinguish the following v e di erent vehicle
communication groupsaccordingto their essetial technical properties and applica-
tion areas.

Group Subbus | Event-triggered Time-triggered Multimedia Wireless
Represen- LIN CAN FlexRay MOST Blueto oth
tativ e K-Line VAN TTP D2B GSM

12C PLC TTCAN GigaStar WLAN

Table 2: Grouping of seleted automotive bus systems

Local subnetworks sud asLIN (Local InterconnectNetwork) cortrol small auto-
nomousnetworks usedfor automatic door locking medanisms,power-windows and
mirrors aswell asfor communication with miscellaneousmart sensordo detect, for
instance, rain or darkness.Even-triggered bus systemslike CAN (Controller Area
Network) are usedfor soft real-time in-car comnunication betweencortrollers, net-
working for examplethe antilo ck breaking system(ABS) or the enginemanagemen
system. Time-triggered hard real-time capable bus systemssud as FlexRay, TT-
CAN (Time-TriggeredCAN) or TTP (Time-TriggeredProtocol) guarartee determi-
ned transmissiontimes for cortroller communication and thereforecan be appliedin
highly safety relevant Drive-by-Wire systems.The group of multimedia bus systems
like MOST, D2B (Domestic Digital Bus) and GigaStar arise from the new auto-
motive demandsfor in-car entertainment that needshigh-performance,wide-band
communication channelsto transmit high-quality audio, voice and video data stre-
amswithin the vehicle.The wirelesscomnunication group cortains modern wireless



data transmissiontechnologiesthat more and more expandalsointo the automotive
area.They enablethe internal vehiclenetwork to commnunicate with external devices
surrounding the car aswell asthe receptionof various broadcaststations (Location
BasedServices).
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Figur e 1: Data rates and relative costs of automotive bus systems

2.1 Bus Representativ es

In the following, we give a short technical description of one appropriate represen-
tative from ead identi ed vehicular comnmunication network group (seeSection2).
Further readingscan be found in [Do02 He02,Kr02, Ra02, RT03].

CAN: The all-round Cortroller Area Network, deweloped in the early 1980s,is an
even-triggered cortroller network for serial communication with data rates up to
one MBit/s. Its multi-master architecture allows redundart networks, which are ab-
le to operate even if someof their nodes are defect. CAN messageslo not have a
recipiert address,but are classi ed over their respective iderti er. Therefore, CAN
controller broadcasttheir messages$o all connectednodesand all receiving nodes
decideindependerily if they processthe messageCAN usesthe decentralized, relia-
ble, priority driven CSMA/CD (Carrier SenseMultiple Accesd Collision Detection)
acces<ortrol method to guarartee every time the transmissionof the top priority
messagealways rst. In order to employ CAN alsoin the environment of strong
electromagnetic elds, CAN o ers an error medanismthat detectstransfer errors,
interrupts and indicatesthe erroneoustransmissionswith an error ag and initiates
the retransmissionof the a ected messageFurthermore, it cortains medanismsfor
automatic fault localization including disconnectionof the faulty cortroller.

LIN: The UART (UniversalAsynchronousReceier Transmitter) basedLIN (Local
Interconnect Network) is a single-wire sub network for low-cost, serial communica-
tion betweensmart sensorsaand actuators with typical data ratesup to 20 kBit/s. It



is intended to be usedfrom the year 2001 0on everywherein a car, wherethe band-
width and versatility of a CAN network is not required. A singlemastercortrols the
hencecollision-freecommnunication with up to 16 slaves, optionally including time
syndironization for nodeswithout a stabilized time base.LIN is similarly to CAN a
receiver-selectie bus system. Incorrect transferred LIN messagesire detectedand
discardedby the meansof parity bits and a chedksum. Besidethe normal opera-
tion mode, LIN nodes provide also a sleepmode with lower power consumption,
controlled by special sleeprespectively wake-up message.

FlexRa y: FlexRay is a deterministic and error-tolerart high-speedbus, which meets
the demandsfor future safet/-relevant high-speedautomotive networks. With its da-
ta rate of up to 10 MBit/s (redundart single channel mode) FlexRay is targeting
applications sud as Drive-by-Wire and Powertrain. The exible, expandableFlex-
Ray network consistsof up to 64, point-to-point or over a classicalbus structure
connected,nodes. As physical transmissionmedium both optical b ersand copper
lines are suitable. FlexRay is similarly to CAN a receiwer-selectie bus systemand
usesthe cyclic TDMA (Time Division Multiple Access)method for the priority-
driven cortrol of asyndironous and syndironous transmission of non-time-critical
respectively time-critical data via freely con gurable, static and dynamic time seg-
merts. Its error toleranceis adhieved by channel redundancy a protocol cheksum
and an independert instance(bus guardian) that detectsand handleslogical errors.

MOST: The ISO/OSI standardizedMOST (Media Oriented SystemTransport) se-
rial high-speedbus becamethe basisfor presen and future automotive multimedia
networks for transmitting audio, video, voice, and cortrol data via b er optic ca-
bles. The peer-to-peer network connectsvia plug-and-play up to 64 nodesin ring,
star or bus topology MOST o ers, similarly to FlexRay, two freely con gurable,
static and dynamic time segmets for the syncdronous(up to 24 MBit/s) and asyn-
chronous (up to 14 MBit/s) data transmission,as well as a small cortrol channel.
The cortrol channel allows MOST devicesto requestand releaseone of the con-
gurable 60 data channels.Unlike most automotive bus systems,MOST messages
include always a clear senderand receiwver address.Accesscortrol during syndiro-
nousand asyndironoustransmissionis realizedvia TDM (Time Division Multiplex)
respectively CSMA/CA. The error managemen is handled by an internal MOST
systemservice,which detectserrorsover parity bits, status ags and chedksumsand
disconnectserroneousnodesif necessary

Blueto oth: Originally dewelopedto unify di erent technologieslike computersand
mobile phones, Bluetooth is a wirelessradio data transmission standard in the
license-freeindustrial, sciertic, and medical (ISM) band at 2.45 GHz. It enables
wirelessad-hoc networking of variousdevicedlike personaldigital assistaris (PDAS),
mobile phones Japtops, PCs, printers, and digital camerador transmitting voiceand
data over short distancesup to 100meters.Primarily designedaslow-costtransceiver
microchip with low power consumption, it reacesdata rates of up to 0.7 MBit/s.
Within the limited multi-master capable, so-calledPiconets, single Bluetooth de-
vices can maintain up to sewen point-to-point or point-to-multip oint connections,
optionally alsoencrypted.



Following Table 3 givesan overview of the characteristicsof the v e represeta-
tive automotive bus systems.

Bus LIN CAN FlexRa y MOST Blueto oth
A dapted Low-level Soft Hard Multimedia External
For Subnets Real-Time Real-Time Telematics Communication
Target Door locking Antilo ck break system Break-by-Wire Entertainmen t Telematics
Application Climate regulation Driving assistants Steer-by-Wire Navigation Electronic toll
Examples Power windows Engine control Shift-b y-Wire Information services Internet
Light, rain sensor Electronic gear box Emergency systems Mobile O ce Telediagnosis
Arc hitecture Single-Master Multi-Master Multi-Master Multi-Master Multi-Master
A ccess Polling CSMA/CA TDMA TDM TDMA
Con trol FTDMA CSMAI/CA TDD
Transfer Synchronous Asynchronous Synchronous Synchronous Synchronous
Mo de Asynchronous Asynchronous Asynchronous
Data Rate 20 kBit/s 1 MBit/s 10 MBit/s 24 MBit/s 720 kBit/s
Redundancy None None 2 Channels None 79 Frequencies
Error Checksum CRC CRC CRC CRC
Protection Parity bits Parity bits Bus Guardian System Service FEC
Ph ysical Single-Wire Dual-Wire Optical Fiber Optical Fiber Air
Layer Dual-Wire

Table 3: Properties of seleted automotive bus systems

2.2 Bus Interconnections

For network spanningcommunication, automotive bus systemsrequire appropriate
bridgesor gateways processorgo transfer messageamongead other despitetheir
di erent physical and logical operating properties. Gateways processorsread and
write all the di erent physical interfacesand have to managethe protocol conversi-
on, error protection and messageveri cation. Depending on their application area,
gateways include sending,receivingand/or translation capabilities as well as some
appropriate Ilter medanisms.

While so-calledsuper gateways interconnectcertralized all existing bus systems,
local gateways are linking only two di erent bus systemstogether. Therefore, super
gateways require somekind of sophisticatedsoftware and plenty of computing power
in order to accomplishall necessaryprotocol corversions,whereaslocal gateways
realizeonly the hard- and software corversionbetweentwo di erent bus badbones.

3 Exposures of Automotiv e Bus Systems

Ever since electronic devicesare installed into cars, they were also always a fea-
sible target for malicious attacks or manipulations. Mileage courter manipulation
[Mos04],unauthorized chip tuning or tachometer spoo ng [An98] are already com-
mon, whether still more harmlesspracticed examples.Further possibleelectronic
automotive applicationslike digital tachograph,electronictoll and electroniclicense
plate or paid information services(Location BasedServices)increasethe incertive
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for manipulating automobile electronics.Above all, unauthorized vehicle modi ca-
tions can compromiseparticularly the driving safely of the respective car and of all
surrounding road users.

Besidesthe most obvious attacker, the car owner, also accordingly instructed
garageemployeesand third parties sud ascompeting manufacturesor other unaut-
horizedpersonsand institutions may have reasonablettacking intents. Moreover, in
cortrast to most commoncomputer networks, the car owner and the garageperson-
nel have full physicalaccesgo all transmissionmediaand respective a ected devices
of the automotive network. As the car owner normally hasonly low theoretical and
technical capabilities, garagepersonneland someexternal third parties may have
both, adequatebadkground knowledgeand the appropriate technical equipmen, for
feasibleintrusions. This allows deepand above all permanert manipulation in the
automobile electronics.Possiblemotivations of third parties for breakinginto auto-
motive networks may be attacks on the passenger'grivacy (phone tapping, data
theft) or well directed attacks on particular vehiclecomponerts in the caseof a theft
or even a potertial assault. Table 4 briey represets the three groups of potertial
attackers and their respective capabilities. Apparertly, technical sophisticated ga-
rage employees,acting on the ownersinstructions, are the most dangerousattacker

group.

Attac ker Capabilities Physical Access
Car owner Varied (generally low) Full
Garage personnel High Full

Third party Varied (maybe high) Limited or None

Table 4: Attackersin the automotive area basal on [Pa03]

While current analyses[PI02, Po01] can verify the safety and reliability of ve-
hicle networks against random failures, most existing automotive commnunication
systemsare virtually unsecuredagainst malicious encroatimerts. Se\eral reasons
make it di cult to implemert security in the vehicular area. Sofar, safety wasthe
most crucial factor and therefore security wasonly an afterthought. Automotiv e re-
sourceconstraints, the multitude of involved parties and insu cien t cryptographic
knowledgecauseadditional di culties whenimplemerting appropriate precautions.
Moreover, security may need additional hardware and infrastructures, may cause
considerableprocessingdelays and particularly generatesextra costs, without ap-
parert bene ts. Nonethelessyehicle electri cation and in-car networking proceeds
unimpaired and the lack of security becomesmore and more a seriousrisk, so the
emergingchallengein automotive comnunication is to provide security, safety and
performancein a cost e ective manner.

Many typical characteristics of current automotive bus systemsenable unaut-
horized accesgelatively easy All commnunication betweencortrollers is done com-
pletely unencryptedin plain text. Possiblebus messagesheir respective structures
and comnunication proceduresare speci ed in freely available documerns for the
most vehicle buses.Furthermore, cortrollers are not able to verify if an incoming
messageomesfrom an authorized senderat all.
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Newerthelessthe major hazard originatesfrom the interconnectionof all the car
bus systemswith ead other. The net-spanningdata exdangevia various gateway
devices.allows potentially accesdo any vehicularbusout of every other existing bus
system.In principle, ead LIN, CAN or MOST cortroller is ableto sendmessageto
any other existing car cortroller. Hence,without particular prevernive measuresa
singlecomprisedbus systemendangerghe wholevehiclecomnunication network. In
conbination with the increasingintegration of miscellaneouswirelessinterfaces,fu-
ture attacks on automotive communication systemscanbe accomplishedcontactless,
just by passinga car or via cellular phonefrom almost anywherein the world. Brea-
king away the electronicmirror and connectingto the underlying LIN network with
a mobile computer, could be a possiblepromisingway to breakinto an expensiwe car
today already Next generationfuture image-pracessingassistancegor autonomous
driving systemssud as lane tracking or far eld radars accesshigh safet-relevant
vehicular driving systemsbasedon information from external data basesreceied
via known quite insecurewirelesslinks. Besidesthis, interconnectionsof multimedia
busedike MOST, D2B with the cortrol network of the vehicle,enablessoftware pro-
grams sud as virusesor worms, received over inserted CD/D VDs, email messages
or possibly attached computers, to penetrate also highly safely-relevant vehicular
systems.Evenif today modern gateways already include simple rew all medanism,
most of them o er unprotected powerful diagnostic functions and interfacesthat
allow accesdo the whole car network without any restrictions.

The consequencesf successfubttacks range from minor comfort restraints up
to the risk of an acciden. Therefore,the probability of an attack and the level of
security required in a given bus system depends on the potential consequencesf
lossor manipulation. As showvn in Table 5, whereasattacks on LIN or multimedia
networks may result in the failure of power windows or navigation software, success-
ful attacks on CAN networks may result in malfunction of someimportant driving
assistarts, that leadsto seriousimpairmernts of the driving safet. A succeededyste-
matic malfunction on real-time buseslike FlexRay, which handle elemenary driving
commandslike steeringor breaking, can lead in acute hazardsfor the a ected pas-
sengersand other surroundingroad drivers.Nonethelessalsojust a simple malicious
car locking may have seriousconsequence®r passenger$BaP03].

Group Subbus Event-triggered Time-triggered Multimedia Wireless
Represen tativ e LIN CAN FlexRay MOST Blueto oth
Exp osure Little Big Acute Little Varied
Possible Lessened Lessened Risk of Data theft, Unauthorized
Harms functionalit y driving safety accident Lack of comfort data access

Table 5: Endangermentof seleted automotive bus systems

In the following, we describe somefeasibleattacks on the protocol layer of the
represermativ e car bussystemsdescrikedin Section2, assumingthat we have physical
or logical accesdo the correspnding vehicle network.



LIN: Utilizing the dependencyof the LIN slaveson their correspnding LIN master,
attacking this singlepoint of failure, will be a most promising approad. Introducing
well-directedmalicioussleepframesdeactivatescompletelythe correspnding subnet
until a wakeup frame postedby the higher-level CAN bus restoresthe correct state
again. The LIN syndironization medanismcan be another point of attack. Sending
frameswith bogussyndironization bytes within the SYNCH eld makesthe local
LIN network inoperative or causesat least seriousmalfunctions.

CAN: The priority driven CSMA/CD acces<ortrol method of CAN network ena-
bles attacks that jam the commnunication channel. Constartly introduced topmost
priority nonsensemessagewill be forwarded always rst (even though they will
immediately discardedby the receiving cortrollers) and prevent permanerly the
transmissionof all other CAN messagesMoreover, utilizing the CAN medanisms
for automatic fault localization, malicious CAN framesallow the disconnectionof
ewvery single cortroller by posting se\eral well-directed error ags.

FlexRa y: Similar to the CAN automatic fault localization, FlexRay's so-calledbus
guardian can be utilized for the well-directed deactivation of any cortrollers by
appropriate faked error messagesAttacks on the commontime base,which would
make the FlexRay network completely inoperative, are also feasible,if within one
static comnunication cyclemorethan f 1 malicious SYNC messagesre postedinto
a FlexRay bus. Moreover, introducing well-directed bogus sleepframesdeactivates
correspnding power-saving capableFlexRay cortrollers.

MOST: Sincein a MOST network oneMOST devicehandlesthe role of the timing

master, which cortinuously sendstiming frames that allow the timing slaves to

syndironize, malicioustiming framesare suitable for disturbing or interrupting the
MOST syndironization medanism. Moreover, cortinuous bogus channel requests,
which reducethe remaining bandwidth to a minimum, are a feasiblejamming attack
on MOST buses.Manipulated false bandwidth statemerts for the syndironousand
asyndironousareawithin the boundary descriptor of a MOST frame can alsomake
the network completely inoperative. Due to the utilized CSMA/CD accesscortrol

method usedwithin the asyndironousand the cortrol channel, both are vulnerable
to jamming attacks similar to CAN.

Blueto oth: Wirelessinterconnectionsimply a distinct security disadwantage over
wired comnunications in that all information is broadcastedover an open, easily
tapping-capableair link. Although, Bluetooth transmissionsare at least simple en-
crypted, there exist variousfeasibleattacks [Ast03, BS103,JS01].Actually, even rst

worms and virusesbegin infecting Bluetooth deviceswirelessly[Cab04 Spg04.

4 Approac hesto Security

Most future vehicular applications require high end-to-endcommnunication security
as enabling ervironmert. It is generallyimportant that all transferred information

f , n=3, wheren is the number of existing FlexRay nodes. Further reading in [WL88]



can be seenand received in clear only by the desiredparties, that potential modi -
cationsare impossibleto concealand that unauthorized parties are not ableto par-
ticipate in vehicular communication. Modern comnunication security medanisms
provide secrecymanipulation prevertion and authertication basedon cryptographic
algorithms and protocols,to solve most of the car security problems.The uncortrol-
led interferenceof the vehiclecomnunications networks canbe prevented by a series
of measuremets. In the following, we show three elemenary practicesto adcieve
vehicular bus commnunication security.

4.1 Controller Authen tication

Authentication of all senderds neededto ensurethat only valid cortrollers are able
to commnunicate within automotive bus systems.All unauthorized messagesnay

then processedseparatelyor just immediately discarded.Therefore,every cortroller

needsa certi cate to autherticate itself against the gateway as a valid sender.A

certi cate consistsof the cortroller iderti er 1D, the public key PK and the autho-

rizations Auth of the respective cortroller. The gateway in turn securelyholdsa list

of public keysPK ggp Of all accreditedOEMs (Original Equipmert Manufacturer)

of the respective vehicle. Each cortroller certi cate is digitally signedby the OEM

with its respective secretkey SK ogn .- As shown in Table 6, the gateway again uses
the correspnding public key of the OEM to verify the validity of the cortroller

certi cate. If the authentication processsucceedsthe respective cortroller is added
to the gateway's list of valid cortrollers.

Authen tication

1.Verif y(Sig;PKoenm ) Verify Sig with corresponding OEMpublic key PKogm
2.1D;Auth Save controller  properties, if verification succeeds
2.C = Epk (Kj) Send corresponding symmetric bus group key K;

Table 6: Controller authentication

4.2 Encrypted Comm unication

A fundamenal step to improve automotive bus communication security is the en-
cryption of all vehicular data transmission. Due to the particular constrairts of
automotive bus comnunication systems(computing power, capacity, timing, ...),
a conmbination of symmetric and asymmetric encryption meetsthe requiremers on
adequatesecurity and high performance.Whereasfast and e cient symmetric en-
cryption secureghe bus-internal broadcastcommunication, asymmetric encryption
is usedto handlethe necessargecurekey distribution. In that caseall cortrollers of
a local bus systemsharethe same,periodically updated, symmetric key to encrypt
their bus-internal comnunication. Asymmetric encryption provides the acquisition
of the symmetric key for newly added authorized controllers and carries out the
periodic symmetric key update, as well asthe required authertication process.



Figur e 2. Secure vehicular communication

In our exampleimplemertation shown in Figure 2, a certralized super gateway
processorconnectsall existing bus systemswith ead other. Therefore,all inter-bus
commnunication is done exclusiwely only over the gateway processor.Moreover, the
gateway hasa protected memoryareato store securely(tamper-resistan) the secret
keys and the list of valid cortrollers together with their respective authorizations
Auth. The application of so-calledtrusted computing modules (TPM) can provide
suc particular securedmemory portions. In our example,every successfulveri ed
bus cortroller holds the symmetric bus group key K; aswell asits own public and
secretkey pair PK; SK; andthe public key of the gateway PK . The gateway itself
storesthe certi cates and of ewvery valid cortroller node aswell asead bus-internal
group key K; for fast inter-bus comnunication.

As all internal busdata is encryptedby K, only cortrollers that posses valid K
areableto decrypt andreadall local broadcastedous messagesSincethe certralized
gateway holds the symmetric keys of every connectedbus system, fast and secure
inter-bus commnunication betweenvalid cortroller nodesis provided. As shavn in
Table 7, ewvery cortroller may optionally also include a digital signature Sy;, to
provide messageantegrity and senderauthertication. On the other hand, it is also
possibleto provide messagéntegrity utilizing an asymmetricmessagauthertication
code (MAC) [Ca99.

Table 8 shaws the receipt of encrypted messageC by a cortroller or the gateway
processor.Whereasnetwork internal cortrollers decrypt only the symmetric part
C, of C, gateways have to verify alsothe optionally enclosedsignature Sy,. Only
if the senderveri cation succeedsand the sending cortroller has appropriate au-
thorizations, the gateway forwards the messageencrypted again into the targeted
subnet.
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Sending

1.C1 = Encrypt(M;K;) Encrypt messageM with symmetric key K;
2.Suw = Sign(Cy;SKj) Sign C; with secret key SK; (optional)
3.C = Ci1jjSm Send C composedof C; and Sy (optional)

Table 7: Secured messagesending

Receiving

1.M = Decrypt(C1;Ki) Decrypt C; to messageM with symmetric key K;
2.Verif y(Suw ;PKj) Verify Sy with public key PK; (gateway only)
3.Target 2 Auth | Forward M into target subnet if Auth; allow (gateway only)

Table 8: Secured messageeceiving

To enhancethe security additionally, the gateway may initiate periodic busgroup
key updates. This prevens installing unauthorized cortrollers usinga compromised
Ki. To inform all cortrollers of a bus system,the gateway broadcastsfor eat con-
troller on its list of valid cortrollers a messagesncrypted with the respective public
key PK; of eat cortroller. When every cortroller hasdecryptedits key update mes-
sagewith its secretprivate key SK;, a nal broadcastof the gateway may activate
the new symmetric bus group key.

4.3 Gateway Firew alls

For completing vehicular bus comnmunication security, gateways have to implemert
capable rew alls. If the vehicular cortrollers are capableto implemert digital signa-
tures or MACs, the rules of the rewall are basedon the authorizations given in
the certi cates of ewery cortroller. Therefore, only authorized cortrollers are able
to sendvalid messageto (high safet-relevant) car bus systems.If the vehicular
controllers do not have the abilities to usedigital signaturesor MACs, the rules of
the rewall can be establishedonly on the authorizations of ead subnet. Howeer,
controllers of lower restricted networks sud as LIN or MOST should generally be
preverted from sendingmessagesnto high safey-relevant bus systemsas CAN or
FlexRay. Moreover, diagnostic functions and messagess well as all diagnosticin-
terfaces,normally usedonly for analysesn garagesor during manufacturing, should
completely be disabledby the rewall, during normal driving operation.

5 Summary and Outlo ok

In this work, we brie y presenied current and future vehicular communication sys-
tems and pointed out seweral bus comnunication security problems.We descriked
an approad that usesmodern communication security medanismsto solve most
of the local vehicular comnunication security problems.We expect that multimedia
busesand wirelesscommunication interfaceswill be scon available in the most mo-
dern automobiles.As already happensnow in the internet, malicious attackers are
a not to be underestimatedand most notably a real existing threat, the more soas
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already a single successfubttack with even only minor hazardsfor passengersnay
seriouslyjeopardizethe public con dencein a brand [Ro03]. Sincefuture automoti-
ve systemsand businessmodels particularly depend on comprehensie and e cien t
measuremets that provide vehicular communication security, adequatetechnical,
organizationaland nical expenditureshave to be arrangedtoday already.
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